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Mobile Call Recording and Risk
Management in Financial Services

Employees increasingly use their mobile phones for business because they need to be
accessible to customers and colleagues at all times. Whilst landline calls are usually
recorded, mobile phone calls are a growing blind spot for risk management. This white
paper sets out the risks, success factors and best practices that senior managers
should consider when evaluating mobile call recording solutions.

- J

*2zBlackBerry. T
Alliance Member @L

Voxsmart is a member of the BlackBerry Independent Software Vendor (ISV)
Alliance Program and an Orange Premium Partner.

Research In Motion, the RIM logo, BlackBerry, the BlackBerry logo and SureType are registered with the U.S. Patent and
Trademark Office and may be pending or registered in other countries - these and other marks of Research In Motion Limited
are used under license. All rights reserved.

© Voxsmart Ltd 2008



(voxsmart

Table of Contents

“2zBlackBerry
Introduction
Risk voxsmart
The FSA and Call Recording
] CALL RECORDING ACTIVE
Best Practice and Controls Sty st

Technology Risk Assessment

Key Success factors

Voxsmartb s Sol uti on

© N o g s~ w D P

Conclusion

© Voxsmart Ltd 2008

*2zBlackBerry.

Alliance Member



1. Introduction

Mobile call recording is a risk management
issue. Landline call recording systems
have been deployed to ensure risks are
managed with good record keeping from
desktop phones, but mobile phones remain
largely off the governance radar.

Regardless of regulators, it is good
governance to record all relevant phone calls,
both on landlines and mobile phones.

To be able to perform to client and company
expectations, many staff need to use their
mobile phones to conduct at least some of
their business. So me f policiess lian the
use of mobile phones but in reality this
guideline is often flouted to win business or for
personal convenience. Any advice, deals,
transactions or other verbal agreements that
have taken place over unrecorded mobile
phones are a major source of risk that
undermines existing investments in landline
recording systems.

Rogue traders are always going to find a way
of bypassing internal controls, for example by
using personal phones or face to face
meetings. However by recording mobile
phones senior management will be seen by
stakeholders and regulators to have taken all
reasonable steps to manage risk.

This document presents mobile call recording
from a record keeping and risk management
perspective. It covers:

1. The risk created by the use of unrecorded
mobile phones in business.

2. The Financial Services Authorityd 6§ A F S A0 )

stated position on telephone recording of
landlines and mobile.

3. Best practice statements to cover
deployment of an IT solution for recording
mobile phones to manage risk.

4. A template for assessing technology risks
before purchasing a mobile call recording
system.

5. Key success factors for the
implementation of mobile call recording
systems and controls.

6. Voxsmartd s mobil e cal
technology.
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2. Risk

I n todayéds c aut imarkes
environment, risk management is increasingly
under the spotlight. The good reputation of any
business in the financial services sector is vital
for success not only with customers but also
with investors, business partners, regulators,
rating agencies and staff.

A recent survey of financial services
organisations* found that a reputation for
integrity is almost universally seen as a source
of competitive advantage.

Every organisation has a different risk
appetite. To assess whether the benefits of
recording mobile phones outweigh the costs,
businesses should consider the following:

- How often do customers query
transactions or complain based on the
contents of telephone conversations?

- What is the financial cost in terms of
compensation, out of court
settlements, legal fees and increased
insurance premiums that could have
been prevented if records of relevant
telephone calls had been kept?

- Can staff reasonably be expected to
conduct business solely on recorded
desktop  phones?  Clients and
colleagues know that staff can always
be contacted on their mobile phone
and will often ignore desktop numbers
as a result.

- Are company bans on the use of
mobile phones for business really
enforceable or even desirable? The
banning of mobile phones for business
may seriously affect competitiveness.

- If staff needed to be relocated away
from the office in a disaster recovery
situation, could they still trade and
continue doing business securely from
their mobile phones?

- What business justifications could
there be for not recording mobile
phones if desk top phones are
recorded? The risks mitigated by
recording desktop phones are identical
to those mitigated by recording mobile
phones.
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*Source: PricewaterhouseCooper
Per spect i ves 0settolt adme of ¢he dusenttissues
and concerns faced by Chief Risk Officers from a range of
European and global banking groups

http://www.pwc.com/extweb/pwcpublications.nsf/docid/7FOD783
1873B7291852570DCO05CA9DF/$File/riskperspectives.pdf
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3. The FSA and Call Recording.
Why the FSA want calls recorded

The FSA considers telephone recording to be
valuable evidence when investigating market
abuse, and in particular insider dealing and
market manipulation.

In addition the FSA considers that good quality
recording of voice conversations helps
regulated firms and the FSA detect and deter
inappropriate  behaviour so leading to
increased market confidence and greater price
efficiency.

FSA Requirements

From March 2009, the FSA will require certain
regulated firms to record all telephone
conversations and electronic communications
relating to client orders and the conclusion of
transactions in the equity, bond, and
derivatives markets. The recordings must be
retained for at least 6 months.

Ar e mobi |l e necl

requirements?

phones i

The FSA has exempted mobile phones for the
time being but is reviewing this exemption in
September 2009 in line with an EU review
regarding the addition of a taping requirement
under the Markets in Financial Instruments
Directive (MiFID). The FSA estimates that 41%
of firms ar e
conversations on

i ndependent consul
Policy Statement PS08/1* that:

mobi l e
tants

Ait seems unlikely to
record landlines if you cannot cover mobile
phones as well (otherwise one creates clear
incentives to conduct illicit conversations
through mobile phones, and the cost of
installing and maintaining the fixed-line-only
recording machine is incurred for no reason)o

*Source: FSA Policy statement PSO¢
Recording: recording of voice conversations and electronic
communicati onso, March 2008.

http://www.fsa.gov.uk/pubs/policy/ps08_01.pdf
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3. Best Practice and Controls

By recording mobile phone calls, it is possible
to add new Best Practice statements to
Internal Audit reports that further differentiate a
company on the strength of its cutting edge
risk management and IT controls framework.

Whilst there are a variety of technologies that
can be used to record mobile phones, some of
these introduce additional technology risks. An
IT auditor should be able to review the quality
of record keeping from mobile phones against
Best Practice statements such as:

Comply

N Comments

Best Practice i Mobile Call Recording

1 | All company IT infrastructure is securely monitored, including mobile phones

2 | The mobile call recording technology is easy to deploy, monitor and support

3 Both parties on a recorded mobile phone call are aware that the call is being
recorded

4 | A security policy for mobile call recording is in place and has been clearly
communicated and agreed by employees

5 | The mobile call recording system is risk sensitive and generates alerts if for
any reason, a point of failure enables a call to proceed without being
recorded

6 Mobile call recording is a standard part of business process and operations
where required (i.e. for specific mobile users and defined risk scenarios)

7 Two independent sources of mobile call data records are available, one of
which is from the BlackBerry® Enterprise Server

8 | The security applied to the recording, storage and retrieval of recorded
mobile calls is at least as rigorous as the security applied to landline call
recording

9 Recorded mobile calls are as easy to find and retrieve as landline calls

10 | The mobile call recording system is automatic for incoming and outgoing
calls and cannot be bypassed by users or callers

11 | The risks of mobile phone usage have been identified and registered and a
risk owner has been appointed to monitor and report on these risks

12 | Mobile call recording has been included in the Business Continuity Planning
process in case employees need to be relocated in emergencies.
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4. Technology Risk Assessment

When assessing mobile call recording
solutions, their impact on IT risk and controls
needs to be evaluated. For example, where
1=low and 5=high, the following table can be
used to compare the risks and effectiveness of
different mobile call recording technologies:

Identified Technology Risk Impact | Likelihood | Score

1 | The risk of callers bypassing a new mobile number that has been
provided for recording incoming calls by dialling the stored SIM number

2 | The risk of high, new variable costs due to calls being connected from a
PBX instead of being included in an existing mobile contract

3 | The risk of service denial (i.e. being unable to make or receive phone
calls) due to loss of mobile data services required for user authentication

4 | The cost and security risks to existing, secure landline call recording
systems of deploying new on-site hardware for mobile call recording

5 | The risk of some mobile users not following company policies on mobile
usage as defined and communicated by the Compliance Officer

6 | The risk of data error or loss due to reliance on one source of event logs
to monitor and investigate the time, dates and activities of mobile users

Clearly with the increasing use of mobiles for
business and the likelihood of mobile call
recording becoming a regulatory requirement
in future the need exists for an easy to use,
cost effective, secure method of recording » NN B AN

PPOPPIIPOIOE

mobile phone calls. @
The mobile gateway solutions available often
come with inherent technology risks in
reliability, the effectiveness of controls and
variable costs. To address these risks, a viable
mobile call recording solution needs to be
simple to use, leveraging existing mobile and
recording facilities and one that cannot be
bypassed by mobile users.
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5. Key Success Factors

Voxsmartd s

approach to

addresses people and controls, as well as
underlying technologies. The key success
factors for mobile call recording are:

51

5.2

53

54
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Identification of the risks that mobile
call recording would help mitigate

The easiest way to identify the level of
risk is to look at customer complaint files
and a ¢ o mp a Hitigdtisn history. Are
there any cases where complaints and
disputes have arisen over who said
what? Have there been disputes that
have been escalated to legal, where a
record of conversations on company
mobiles would have helped protect
customer confidence, reputation and
reduce legal costs? If so, what has been
the cost and impact of such disputes?

Mandate a company security policy

The decision to record company
mobiles may not be a popular one
because employees will be reluctant to
make personal phone calls if they are
being recorded. The decision to record
mobiles needs to be mandated at
executive level, with input from the
Compliance Officer, and communicated
to employees as a company security

policy.

Assess the wider operational impact
Is there a clear preference for an on-site
solution  integrated  with  existing
recording and PBX systems or a
remotely hosted system? In each case,
have the potential risk  and
implementation issues been identified,
documented and discussed before
engaging a vendor?

Standardisation of the mobile device
How much additional cost, complexity
and user support will be required for
supporting multiple mobile devices?
Voxsmart standardises on the RIM
BlackBerry solution because it is highly
stable, secure and reliable.
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5.5 Define which mobile devices should

5.6

be recorded day to day

Who will be recorded and why with
regard to potential regulatory
requirements and risk profiles? Is this
decision reflected in Internal Audit
reports based on a risk assessment
profile that will outweigh any user
preference issues?

Define the scenarios where recording
should be applied to devices on a
temporary basis or at t he
discretion.

Are there defined risk scenarios where
mobiles that would not ordinarily be
recorded should be? For example:

- An employee working from home or
hot-desking.

- Training and assessment of new staff
who are often out of the office

- Disaster recovery situations where

recorded mobiles can be used when
business can no longer be conducted
from office landlines
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6.Voxsmartbs Sol uti on

The Voxsmart solution is: Voxsmart can be deployed in three ways:

- Secure - Automatic recording is the
default security setting for the recording of

all incoming and outgoing calls. A on a new dedicated in-house
recording system or

A on aVoxsmart hosted server,

- Easy to use i users make and receive
calls as normal. No training required. A integrated with existing call recording

- Flexible - Discretionary recording can be systems

enabled so that specific mobile users can
enable recording only when they need it.

- Transparent - All parties can be informed This means that the benefits of recording
that a call is being recorded. mobiles is available to any size of company i
from global investment banks down to regional

- Specialised T For BlackBerry users brokerages and hedge funds.

- Manageable - Easy to deploy and
support from the BES on any mobile
network.

- Cost effective - Integrated or outsourced
solution with no need for Capex.

- Mobile-centric - no new PBX call costs.

- Designed with risk management in
mind T clear exception reporting and risk
triggers.

Voxsmartd mobile phone call recording solution is based on the security of the RIM platform and
utilises existing corporate infrastructure such as BlackBerry smartphone handsets, the BlackBerry®
Enterprise Server (BES) and existing call recording systems.

The diagram below shows a mobile handset automatically connecting a voice call into a call recording
system. After the call the BES collects activity information from the mobile device that can then be
exported as a csv file into an external database:

Voxsmart Network Architecture
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